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Perceptual image hashing sensitive to content modification
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(School of Communication and I nformation Engineering, Shanghai University —hanghai 200072, China)

Abstract: A perceptual image hashing method based on the image content and color distribution was proposed. The im-
age was scaled to afixed size and divided into blocks. Each block was then classified semantically into complex or plain
according to the ratio of the first two singular values of its luminance matrix so as to give a table of complexity indices.
RGB components of each complex block were used to form a color-feature vector, which was combined with the com-
plexity table and encrypted to produce the image hash. Experiments show that the hash is robust against con-
tent-preserving image manipulations such as JPEG compression, smoothing and re-scaling, and sensitive to tampering of

the image content.
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